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PRIVACY BREACH MANAGEMENT POLICY 
 

 

Category Data Governance and Privacy Policy Owner 
Clinical Data Stewardship 
Committee 

Policy No. 4.1 Review Frequency Annually 

Version No. 1.0 Status Approved 

Effective Date October 20, 2017 Date Approved October 20, 2017 

Approver of Related Procedures Privacy Officer Approver(s) Board 

1.0 PURPOSE 

This Privacy Breach Management Policy outlines the principles that describes the people, process, and 
governance model that enables the Health Data Coalition to mitigate the privacy risk, with a focus on 
defining the context (Section 2) and assigning accountability and responsibility (Section 6.2) in order to 
handle real or suspected privacy breaches of personal information (PI) or personal health information 
(PHI). 

This policy should be read in conjunction with any supporting HDC privacy breach management 
procedures and third party contractual agreements.  

2.0  SCOPE 

This Policy applies to all HDC staff and contractors who have access to HDC information assets and 
systems, and IT equipment or knowledge about a potential or actual privacy breach. HDC users, service 
providers, and third parties must comply with their respective responsibilities in cooperating with HDC 
throughout the breach management process, as required by contractual agreement and as outlined in 
this protocol. 

This Policy applies only to actual or suspected privacy breaches (see Definitions Section below on what 
constitutes a suspected or real privacy breach). The management of other types of incidents, for 
example, security incidents, fall outside scope of this Policy and are subject to other formalized incident 
management processes. 

3.0 POLICY STATEMENT 

It is the policy of the HDC to recognize and respond to all suspected privacy breaches to mitigate the risk 
to the data contributing providers, their patients and the HDC as an organization 

4.0 EXCEPTIONS 

There are no exceptions to this policy. 
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5.0 DEFINITIONS 

Privacy Officer The designated HDC leader responsible for overseeing the HDC privacy 
policies and procedures.  

HDC Personnel HDC personnel includes board members, officers, employees and 
contractors of the HDC. 

HDC Users Approved and authenticated end-users of the HDC application, who have 
entered into a registration agreement that licenses them to use the HDC 
software. 

Clinical Data Contributor Registered HDC Users who have executed a data sharing agreement to 
contribute and transfer a subset of their electronic medical record system 
(EMR) data to the custody and stewardship of the HDC, for purpose of 
practice quality improvement.  Data contributing users include: 
physicians, clinic owners, nurse practitioners and other medically 
responsible providers who have been authorized and authenticated by 
the HDC or a delegate. 

HDC Partner Users A registered user from an HDC approved stakeholder who may access 
data using the HDC application, but does not contribute any data.  

Third Parties External individuals or organizations who may have access to specified 
HDC data, outside of the HDC application, where approved by HDC. A 
third party is not an authorized user of the HDC application. 

Service Provider Companies or individuals that perform services on HDC’s behalf and for 
HDC’s purposes and not their own. For example, service providers may be 
retained through a contractual agreement to assist HDC in a breach 
investigation. 

Personal Information 
(PI) 

Personal Information (PI) has the meaning given in the Personal 
Information Protection Act (BC). It means information about an 
identifiable individual, which includes employee personal information 
except for contact information or work product information.  

Personal Health 
Information (PHI) 

Personal Health Information (PHI) has the meaning given in the E-Health 
Act (BC). It means recorded information about an identifiable individual 
that is related to the individual’s health or the provision of health services 
to the individual. 

Privacy Breach A privacy breach is an intentional or inadvertent unauthorized collection, 
access, use, disclosure, modification, or copying, disposal or destruction 
of personal information, including health information. 

A privacy breach may include, for example: 
 Loss or theft of removable/portable media (e.g. USB key, laptop 

computer, mobile devices) that contain personal information 
 An unauthorized user gains access to personal information through 
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the HDC application or access to internal HDC systems 
 Loss or theft of paper-based documentation containing personal 

information 
 Faxes, emails, or paper mail sent to the wrong individual/organization 

that contains personal information. 
Any examples above would, in effect, result in a contravention of our HDC 
policies and/or result in a contravention of applicable privacy laws and 
best practices, and must be dealt with promptly. 

This Policy discusses the management of all real or suspected privacy 
breaches affecting PI/PHI. Note that not every privacy incident or 
suspected privacy breach will be an actual privacy breach that must be 
escalated and reported in accordance with certain steps in the Procedure. 

Privacy Incident A privacy incident includes an intentional or inadvertent: 
 Contravention of the privacy policies, procedures or practices 

implemented by HDC, where this contravention does not constitute 
non-compliance with applicable privacy law. 

 Contravention of agreements which HDC enters into with external 
stakeholders and third party service providers, including but not 
limited to data sharing agreements, confidentiality and non-
disclosure agreements and agreements with service providers 
retained by HDC, where this contravention does not constitute non-
compliance with applicable privacy law. 

 Suspected privacy breach. 

Security Events, 
Incidents, and Breaches 

An information security event indicates that the security of an 
information system, service, or network may have been compromised; 
and/or, an information security policy may have been violated or a 
safeguard may have failed. 

An information security incident is made up of one or more information 
security events that could very likely compromise the security of 
information, IT assets and other critical infrastructure and weaken or 
impair business operations. 

Security breaches occur when there is an actual compromise of the 
security of information, IT assets or other critical infrastructure. Security 
breaches may also be or lead to privacy breaches where personally 
identifiable information is inappropriately accessed, collected, used, 
disclosed or modified. Security incidents or breaches can be intentional 
or inadvertent. 

The management of security incidents and breaches falls outside scope of 
this Policy and are subject to other formalized security incident 
management processes (e.g. in the HDC Information Security Policy). 
However, in the event that a security breach leads to a privacy breach 
(e.g. a cyber-attack on PI/PHI has been detected,) the Privacy Officer (or 
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designate) will work closely with the Technical Team in containment, 
investigation and remediation of the privacy breach and follow 
appropriate breach management procedures concurrently with security 
management procedures. 

 

6.0 DESCRIPTION OF POLICY 

6.1 Attaching Legal Privilege 

In the event of a suspected privacy breach, it is important to immediately discuss bringing in legal 
counsel. This should be done by the Executive Director as soon as the Privacy Officer identifies a 
compromise of personal information. Attorney-client privilege can attach to the communications 
associated with information gathering, but only if legal counsel is fully entrenched in the breach 
management process. Correspondence should be directed through legal counsel, and counsel should 
heavily advise on the scope and approach of any third parties involved in the investigation. Legal 
privilege is never absolute, but keeping this in mind at the outset of your breach response is a good 
exercise to ensure a solid privilege defense if litigation proceedings occur. 

6.2 Responsibilities 

All HDC staff are responsible for understanding what constitutes a privacy breach by attending privacy 
training, and reading and understanding the HDC privacy policies and procedures. All HDC staff and 
service providers are responsible for identifying and reporting an actual or potential privacy breach. 

All HDC users must agree to the HDC policies as a condition of participation and use of HDC Data. 
Therefore, each user should be familiar with the privacy requirements set forth in the Privacy Policy and 
Data Use and Disclosure Policy, and should be provided information about how to identify a privacy 
breach and who to report to (the Privacy Office) in the event of a possible breach. 

6.3 Accountability Framework 

The accountability framework demonstrates the organizational structures in place under which end-to-
end accountability is provided to HDC users. All areas must adhere to sound information handling 
practices and ensure the protection of privacy, working cooperatively and effectively in the event of a 
potential breach. 

The accountability structure of HDC is as follows: 
• HDC Board of Directors is accountable to the Membership of the Society; approves privacy and data 

security policies. Board Committees, accountable to the Board include: 
o Finance and Audit Committee 
o Governance Committee  
o Clinical Data Governance Committee; recommends privacy policies for Board approval 

• HDC Executive Director (ED), directly accountable to the Board 
 Operational team: accountable to ED:  

o HDC Medical Directors  
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o Communications Manager 
o Office Manager 
o Privacy Officer – approves privacy procedures  
o Product Director – approves data security procedures 
o Enrolment Manager/Service Team 
o Informatics Lead 
o Technical Director – Technical Team. 

Figure 1: Accountability Framework 

 

6.4 Data Sharing Framework 

The Health Data Coalition manages data submitted by and shared by HDC Data Contributing Users, 
which include physicians who contribute and share data and HDC Partner Users, who only have viewing 
rights.  

The HDC data sharing framework is as follows (refer to the HDC Data Sharing Agreement for more 
details): 
 Data Contributor Users – made up of contributing physicians, nurse practitioners and other 

healthcare providers 
 HDC Partner Users – users who request access to data, but do not share data 

Third Parties may also apply to view limited data from HDC, but will use a formalized data retrieval 
process outside of the web-based HDC application, as indicated in the HDC Access Control Policy. 

HDC Members Health Data Coalition Board

Executive Director

Product Director

Enrolment Manager
Enrollment Services and User 

Support team; enrolment 
operations, technical support

Informatics Lead

Technical Director Technical Development 
Contractors

Office Manager Admin/financial contractors

Communications Manager contractors: web/ 
communications

Medical Directors

Operational  working groups

Privacy Officer

Board Committees Sub-Committees
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Figure 2: HDC Data Sharing Framework 

 

Ultimate responsibility and accountability for managing a privacy breach will depend on the roles and 
responsibilities outlined in HDC’s policies and procedures, and the provisions included in HDC’s 
contractual agreements with users and third parties. 

For example, if a breach happens at the endpoint (e.g. at the data contributor’s clinic), it should be the 
physician’s ultimate responsibility to manage the breach, in cooperation with HDC. This must be 
indicated in an agreement signed by the physician, such as a registration agreement. On the other hand, 
if the breach happens at the HDC managed endpoint data centre, or the central server or via the HDC 
application, it should be the HDC’s ultimate responsibility to manage a potential privacy breach, in 
cooperation with affected users. 

In either event, cooperation is essential in managing a privacy breach. Therefore, it is important to 
indicate where and when HDC staff and HDC users must cooperate with one another in the event of a 
suspected or actual privacy breach. This is further explained in Figures 3 and 4 below, Roles and 
Responsibilities, and should be documented in relevant HDC procedures and third-party agreements. 
The following example scenarios indicate how risks and responsibilities may vary depending on where a 
breach happens. 

HDC Users

Data 

Contributors
Physicians, Nurse 
Practicioner Users

Clinic personnel
(e.g. MOAs)

HDC Partners Partner Users

Third Parties 
(outside of HDC 

application)
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Figure 3: Data Contributor Scenario 

 

 
 

 
Data: Receives EMR data from 
vendor, PHI level data & 
physician PI remains 

Data: Collects PHI from EMR, 
patient & provider PI remains 

Data: Receives aggregated 
health data and provider PI 

Data: Holds provider PI (option 
to share PI), shares 
aggregated health data (no 
PHI is shared via the app) 

Risk: Patient PHI or physician 
PI breach 

Risk: Patient PHI or provider 
PI breach 

Risk: Provider PI breach Risk: Provider PI breach 

Responsibility: HDC/Data 
Centre has ultimate 
responsibility for managing 
breaches 

Responsibility: Clinic has 
ultimate responsibility for 
managing breaches 

Responsibility: HDC has 
ultimate responsibility for 
managing breaches 

Responsibility: HDC has 
ultimate responsibility for 
managing breaches 

Responsibility: HDC/Data 
Centre has ultimate 
responsibility for managing 
breaches 

Responsibility: Clinic has 
ultimate responsibility for 
managing breaches 

Responsibility: HDC has 
ultimate responsibility for 
managing breaches 

Responsibility: HDC has 
ultimate responsibility for 
managing breaches 

Figure 4: HDC Partner Scenario 

 

 

 
Data: Receives aggregated health data 
and provider PI 

Data: Holds provider PI (option to share 
PI), but only aggregated health data can 
be shared (no PHI is shared via the app) 

Data: Provider PI may/may not be 
visible, but only aggregated health data 
can be viewed (no PHI is shared via the 
app) 

Risk: Provider PI breach Risk: Provider PI breach Risk: Provider PI breach; Risk of re-
identification for low data points (e.g. 
certain geographic areas, rare diseases) 

Responsibility: HDC has ultimate 
responsibility for managing breaches 

Responsibility: HDC has ultimate 
responsibility for managing breaches 

Responsibility: HDC Partner has 
ultimate responsibility for managing 
privacy breaches, but HDC has 
responsibility to minimize risk of re-
identification 
 

 

HDC central server
(at HDC)

HDC Application
(at HDC, shared data)

HDC Partner viewing
(at other organization)

Endpoint (Data Contributing Users) HDC (HDC Staff) 

HDC (HDC Staff) Device (HDC Partner Users) 


